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ASG- EUPOS - 3rd level of cybersecurity

Since 22.02.2022 ASG-EUPOS is in 3rd level of cybersecurity risk.

» 3rd level in 4 levels scale implemented by Prime Minister

24/7 monitoring of the system

daily reports with current status and any incidents

Since July in addition 2nd level of national security

Additional control of facilities and power suplies
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Interference — case 1

Polish Aviation Agency reports that in north-eastern Poland some

problems in days 03-06.03:
« Many aircrafts in that region reported that their GPS systems lost positions
- NOTAM - Notice to Airmen was released for that region

« Analyses observations from their GNSS stations located close to airports didn’t

give any anomalies
» After 3 days everything reports from aircrafts stopped
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Interference — case 1

The biggest influence was
noticed 05.03.2022

Some flights in Finnland
was canceled

The center of area where
problems occured was

close to Kaliningrad
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Interference — case 1

Position Errors vs. Time
LOMZA 5.03.22r
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Interference — case 1

Position Errors vs. Time
ELBLAG 5.03.22
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Interference — case 1
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Interference - case 1 P

HawkEye360 service
Sattelite monitoring
of radio interference
One of their
channells is GNSS

spectrum
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Interference — case 2
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 EPN station ZYWI performance

« Some source of multipath?

dramatically decresed

Daily RMS due to multipath on L1
ZYWIOOPOL - RINEX 2
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Interference — case 2 "

S

* Multipath observed in Trimble Pivot Platform

A Katowice
Zywiec Select multipath type:

Select multipath type:
[L1 C/A Code MP v |L1 CIA Code MP v
oo

Global Multipath RMS Values: Global Multipath RMS Values:
L1 C/ACode: 0.61m

L1 C/ACode: 0.17 m
L1 C/A Phase: 0.006 m

L1 C/APhase: 0.003 m

2700 |- F

Legend [} [N Maximum mulipath value = 5.989 m Legend [m] NN
0 0.25 05 0 025 05

Maximum multipath value =0.705 m

geoportal.gov.pl



HEAD OFFICE OF GEODESY AND CARTOGRAPHY

Interference — case 2 ECT

* Inspection in the site:
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Interference — case 2
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Interference — case 2
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Thank you for your attention

Szymon Wajda
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