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+ 82receivers capable of

interference detection
and mitigation

+ Several suspected types

of interference sources
created effects that could
be observed over time

- Poor network fixing

- Positioning errors

Possible causes:

« Proximity to military base

¢  Random interferences
caused by military
operations

« Other fixed sources




:  Introduction to the GNSS
Interference Monitoring

Challenges of using Leica Interference Toolbox in Large

10.35.0.81:5004
2 | 5 LBand |
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Console Window

#ITDETECTSTATUSA,USB2,0,58.5, FINESTEERING, 2337,123191.000, 02000000, Tfdb, 16941;1, L2, SPECTRUMANALYSIS,1279.917,0.439,-76.444,-131.325, 00000000, 28000000, 00000005*a692aclf
#ITDETECISTATUSA, USB2,0,58.5, FINESTEERING, 2337,123192.000, 02000000, Tfdb, 169411, L2, STATISTICANALYSIS, 6.809,0.642, 0.959, 0.341,00000000,00000000,00000006*fcalcT3s
#ITDETECTSTATUSA, USB2, 0, 59.5, FINESTEERING, 2337, 123193.000, 02000000, Tfdb, 16541:1,L2, STATISTICANALYSIS, 8.733,0.642, 0.859, 0.341,00000000,00000000,00000006%572b1977
#ITDETECTSTATUSA, USB2,0,59.5, FINESTEERING, 2337,123194.000, 02000000, Tfdb,16841;1,L2, STATISTICANALYSIS, 8.935,0.642, 0.359, 0.341,00000000,00000000,00000006%94328a27
#ITDETECTSTATUSA, U5B2, 0, 58.5, FINESTEERING, 2337,123195.000, 02000000, Tfdb, 169411, 1.2, SPECTRUMANALYSIS, 1293.540,2.197,-62.018,-112.216, 00000400, 00000000, 00000007 *af£7dfc2

#ITDETECTSTATUSA, USE2, 0, 58.5, FINESTEERING, 2337, 123196.000, 02000000, Tfdb, 165941;2, 12, SPECTRUMANALYSIS, 1293.540,2.197,-62.018,-112.216, 00000400, 00000000, 00000007, L5, SPECTRUMA!
1179.9%5,0.439,-70.830,-122.821,00000000,01200080,00000002*22068455d

#ITDETECTSTATUSA, USB2, 0, 58.5, FINESTEERING, 2337,123197.000, 02000000, Tfdb, 16941;2, L2, SPECTRUMANALYSIS,1293.540,2.197,-62.018,-112.216, 00000400, 00000000, 00000007, L5, SPECTRUMAI
1179.9%95,0.439,-70.830,-122.821, 00000000, 01200080, 00000002*bE2fd6Te

#ITDETECTSTATUSA, USB2, 0, 58.5, FINESTEERING, 2337,123198.000, 02000000, Tfdb, 16941;2, L2, STATISTICANALYSIS, 3.984,0.520, 0.872, 0.384,00000000,00000000,00000008, L5, SPECTRUMANAL!
1179.995,0.439,-70.830,-122.821, 00000000, 01200080, 00000002*81cc8TT7

#ITDETECISTATUSA,USB2,0,59.5, FINESTEERING, 2337,123199.000, 02000000, Tfdb, 169411, L2, STATISTICANALYSIS, 3.340,0.520, 0.872, 0.384,00000000,00000000,00000008%43efel127

Enter your Command

GEOVEILRO

Extensive Configuration
Requirements: The setup process
involves multiple steps. When scaling
across a large network, these
processes become increasingly
time-consuming.

Manual Oversight Needed: The
toolbox lacks an automated system
for managing and updating
configurations across all stations.

Limited Batch Processing: The " 4

toolbox requires users to open and
manage connections individually.
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: Introduction to the GNSS .
Interference Analysis Web App v.1

An Overview of the System and Technologies GEOVEILRO
Emnlnavad
Purpose of the Web App Importance of GNSS Interference Analysis

 to monitor and analyze interference in ROMPOS GNSS stations,
helping users understand disruptions and anomalies in signal
reception

- asses impact of RF interference on GNSS signals

« analyzing these interferences can lead to better
mitigation strategies and improve the reliability of

* relevance in surveying, and geosciences where precise
GNSS systems

positioning data is crucial.

Technologies Used for version 1

MSSQL: storing and querying interference data efficiently.

Flask: lightweight web framework used to create the API that serves interference data.

« Leaflet: open-source JavaScript library for mobile-friendly interactive maps. g
« Plotly: graphing library to visualize data dynamically on the client side. 7




:  Introduction to the GNSS
Interference Analysis Web App v.1

. . GEOVEILRO
Architecture diagram
Microsoft
SQL AGENT SQL Server
_ EVERY 10 min
- -
Leica GR50
Sensitivity: Least -
URdais interval: 5 min [Spider].[dbo].[Event] [Analiza].[dbo].[Interferente] API
«“




»  Database Creation and Data
Population

GEOVEILRO

Efficient Data Management for GNSS Interference Analysis

Database Schema Overview: SQL Agent Query for Data Population
[Analiza].[dbo].[Interferente] INSERT INTO [Analiza].[dbo].[Interferente] (
Stati Statie, DataOra, BandaRF, Frecv_cent_MHz, LunBanda_MHz, Pie_put_est_dBm, Densit_put_spect_max_est dBMHz
atie
)
(Site)

SELECT DISTINCT

DataOra SUBSTRING(Comment, CHARINDEX('Site """, Comment) + 6, CHARINDEX("' Log', Comment) - CHARINDEX('Site "', Comment) - 6)

(Log message) AS Statie,

7;:23% CONVERT(datetime, SUBSTRING(Comment, CHARINDEX('Log message: ', Comment) + 13, 19)) AS DataOra,

at

Frecv_cent_MHz FROM [Spider].[dbo].[Event]

(Cent. Freq) WHERE Comment LIKE '%Interference detected%'

LunBanda_MHz AND LogTime >= DATEADD(MINUTE, -190, GETDATE());

(Bandwidth)

Pie_put_est_dBm

(Est. Power)

Densit_put_spect_max_est dBMHz . .

(Highest est. power spec. density) Importance of Efficient Data Storage
* using an SQL database for robust, scalable, and efficient data handling ~
* indexing, data types, and query optimization can improve data retrieval !
performance (




Building the Flask API for Data

Access

Simplifying Data Retrieval and Server-Side

Processing

https://app.rompos.ro/api/vl/interference?statie=Sibiu&start_date=2024-03-31&end_date=2024-03-31

Flask Setup

from flask import Flask, jsonify,
request

from flask_cors import CORS
import datetime

from datetime import timedelta
import pyodbc

from dateutil import parser

APl Endpoint for
Data Retrieval

('/api/interference’,

methods=['GET'])
def get_interference_data():

statie = request.args.get('statie’)

start_date =
request.args.get('start_date')

end_date =
request.args.get('end date’)

"BandaRF": "L5",

"Data0Ora": "Sat, 30 Mar 2824 21:87:15 GMT",
"Densit put spect_max_est dBmHz": -126.35,
"Frecv_cent_MHz": 1174.1,

"LunBanda_MHz": @.51,

"Pie_put_est_dBm": -73.47,

"Statie™: "Sibiu™

"BandaRF": "L5",

"Data0Ora": "Sat, 30 Mar 2824 22:87:12 GMT",
"Densit_put_spect_max_est_dBmHz": -111.89,
"Frecv_cent_MHz": 1173.88,

"LunBanda_MHz": 1.1,

"Pie_put_est_dBm": -57.5,

“Statie™: "sibiu™

Database Connection
and Query Execution

def get_db_connection():
# database configuration
conn_str ="'DRIVER={ODBC
Driver 17 for SQL
Server};SERVER=x.x.x.x;DATABASE=
analiza;UID=webview;PWD=hidden

return pyodbc.connect(conn_str)

conn = get_db_connection()
cursor = conn.cursor()
query =

GEOVEILRO

Error Handling and API
Response

try:

# Database operations
except Exception as e:

return jsonify({'error': 'Database
query failed: ' + str(e)}), 500
finally:

if conn:

conn.close()


https://app.rompos.ro/api/v1/interference?statie=Sibiu&start_date=2024-03-31&end_date=2024-03-31
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:  Building the Flask API for Data
Access

GEOVEILRO

Simplifying Data Retrieval and Server-Side

Processi ng
https://app.rompos.ro/api/vl/interference?statie=Sibiu&start_date=2024-03-31&end_date=2024-03-31
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NO —>| Return Error

parameters
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(Connect to Database]—b[ Execute SQL Query]
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https://app.rompos.ro/api/v1/interference?statie=Sibiu&start_date=2024-03-31&end_date=2024-03-31

B = :
Building the Flask API for Data
Access

Simplifying Data Retrieval and Server-Side

Processing

https://app.rompos.ro/api/vl/interference?statie=Sibiu&start_date=2024-03-31&end_date=2024-03-31

Deployment Process

« Preparing the server environment (e.g.,
installing dependencies, configuring the
network).

« Setting up the systemd service file.

« Enabling and starting the service using
systemctl commands.

Deployment as a Service

[Unit]
Description=Interferente Flask Application
After=network.target

[Service]

User=apache

WorkingDirectory=/srv/api/interferente/
ExecStart=/usr/local/bin/python3.8 /srv/api/interferente/app.py
Restart=always

[Install]
WantedBy=multi-user.target

GEOVEILRO

Simplifies the process of
starting/stopping/restarting
the application.

Allows for consistent logging
via the journaling system.

Provides mechanisms for
dependency management
and error handling.


https://app.rompos.ro/api/v1/interference?statie=Sibiu&start_date=2024-03-31&end_date=2024-03-31

- — i * . y o=

: Designing the Client Interface

Integrating Mapping and Plotting Tools for Interactive Data

yt!gy/allzatlon

geovel ro

Overview of Client-
Side Technologies

*HTML for structuring the web
page.

*CSS for styling and layout
adjustments.

«JavaScript for interactivity,
handling API requests, and
dynamic content updates.
Leaflet for interactive
mapping.

*Plotly for data visualization
and plotting

HTML Structure:

<div class="date-picker-container">
<input type="date"

id="dateSelector">

</div>

<div id="map"></div>

<div id="myModal" class="modal">
<div class="modal-content">

<div id="plotDiv"></div>

</div>

</div>

« importance of CSS for making
the web interface responsive
and visually appealing

«the web app is accessible and
performs well on different
devices

JavaScript and API
Integration

document.getElementByld('dateSe
lector').addEventListener('change’,
function() {
var selectedDate = this.value;
fetchAndPlotData(selectedSite,
selectedDate);

hE

*Fetching site data and
interference details based on
user input like date and site
selection.

*Handling user events such as
clicking on map markers or
changing dates

GEOVEILRO

Leaflet and Plotly
Integration

*Adding custom markers and
responding to user interactions

*Plotly is integrated to
dynamically generate and
update graphs based on the
data retrieved from the API


https://app.rompos.ro/public/interferente/

: Integrating Leaflet Maps and
Plotly Charts

Enhancing User Experience with Interactive Visualizations S

https://app.rompos.ro/public/interferente/

Leaflet for Mapping Plotly for Dynamic Plots
document.addEventListener('DOMContentLoaded’, function() { function fetchAndPlotData(siteName, selectedDate, label) { // Include label as a parameter
var map = L.map('map').setView([46.15, 23.583], 8); var apiUrl =
*[api/vl/i?statie=S{siteName}&start_date=S{selectedDate}&end_date=${selectedDate}’;
L.tileLayer('https://{s}.tile.openstreetmap.org/{z}/{x}/{y}.png', { fetch(apiUrl)
attribution: '© OpenStreetMap contributors' .then(response => response.json())
}).addTo(map); .then(data => {

let plotData = processApiData(data);
let layout = createPlotLayout(data, selectedDate, siteName, label); // Now label is defined
Plotly.newPlot('plotDiv', plotData, layout);

* Selecting a marker on the map triggers data fetching for that location, updating the
plot accordingly.

* Changing the date refreshes both the map markers and the plots to reflect new or :

updated data. (



https://app.rompos.ro/public/interferente/

Designing the Client Interface

Integrating Mapping and Plotting Tools for Interactive Data ey
M!gwallzatlon

geoveil.ro
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https://app.rompos.ro/public/interferente/
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:  Wrap-Up of vl and Future
Enhancements

. . Future Enhancements GEOVEILRO
Reflections and Roadmap for Continued

Development « improve database performance
through better indexing, partitioning, or
exploring NoSQL alternatives for

Summary of Achievements Challenges Addressed "
scalability
- main features and capabilities of - data management, real-time * enhance the API with additional
the GNSS Interference Analysis data processing, and creating an endpoints for more detailed data
Web App. intuitive user interface retrieval and new features like
based on historical
- successful integration of SQL, - overcomed through innovative data
Flask, Leaflet, and Plotly to create solutions and technology
a robust and interactive tool for integration. Frontend Features:
analyzing GNSS signal  Introduction of
interferences and customization options for
users.

+ Implement
elements and accessibility features.

« enhance security measures, including

more robust authentication and
encryption protocols to protect data

integrity and privacy.

- \A




Data Analysis

-

Top 10 Stations by Events for Each Band (Last 180 Days)
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GEOVEILRO




:  Data Analysis

ES

Count

Frequency Distribution for Band L1
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GEOVEILRO

Frequency Distribution for Band L5
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: Data Analysis

Comparison of Weekend vs Weekday Average Daily Events by Station and Band GEOVEILRO

Weekend Avg Daily Events

Istria - L1 Weekday Avg Daily Events
Istria - L5
Istria - L2
Petresti - L5
Petresti - L1
Petresti - L2
Suceava - L5
Suceava - L1
Suceava - L2
Zerind - L1
Zerind - L2
Zerind - L5
Vatra Dornei - L1
Vatra Dornei - L5
Vatra Dornei - L2
Timisoara - L1
Timisoara - L2
Timisoara - L5

Station - Band

Targu Jiu - L1
Targu Jiu - L2
Targu Jiu - L5
Sibiu - L1
Sibiu - L2
Sibiu - L5
Ploiesti - L1
Ploiesti - L2
Ploiesti - L5

Arad - L1
Arad - L2 _—

Arad - L5 (
5
»

T T T T T

0 10 20 30 40 50 60 70 o (
Average Daily Event Counts | .




Data Analysis

Istria - L1

Istria - L5

Istria - L2
Petresti - L5
Petresti - L1
Petresti - L2
Suceava - L5
Suceava - L1
Suceava - L2
Zerind - L1
Zerind - L2
Zerind - L5

Vatra Dornei - L1
Vatra Dornei - L5
Vatra Dornei - L2
Timisoara - L1
Timisoara - L2
Timisoara - L5
Targu Jiu - L1

Station - Band

Targu Jiu - L2
Targu Jiu - L5
Sibiu - L1
Sibiu - L2
Sibiu - L5
Ploiesti - L1
Ploiesti - L2
Ploiesti - L5
Arad - L1
Arad - L2
Arad - L5

Comparison of Work Hours vs Non-Work Hours Average Daily Events by Station and Band

Work Hours Avg Daily Events
Non-Work Hours Avg Daily Events
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20

Average Daily Event Counts

30

40

GEOVEILRO



Data Analysis

~% -

Top 20 Stations with Highest Average Bandwidth and Power Loss
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GEOVEILRO
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» Introduction to the GNSS
Interference AlO Docker (v2)

H ' GEOVEILRO
An Overview of the System and Technologies
Emnlnavad
Docker architecture
— config.json
el Components
— expint_api
B ertile The consists of multiple APIs (expint_. api, getint_api), a frontend, and some static
— main.py ot assets. The key goals for Docker in this context are:
pbsihaliadians 1.API Containers: Separate containers for each API (expint_api and getint_api),
_fr'o—mgrngEleng allowing them to run independently.
| Caddyfile 2.Frontend Container: A container to serve the frontend files, including the HTML, CSS,
— Dockerfil i
::ﬂ?::;;:“ g.rlf):f Vr(:ess((:;:.plt)gtsgte):;e: A database service container to store data related to the GNSS
g
— antenna_gr50.svg events
config.json ' . . ] ] o
EGEO\I/EIJL.png 4.Networking: Each service will need to be linked together within the Docker Compose
GEOVEILRO.png fi tion
F— main_int.js conrigura : . .
L— main_style.min.css 5.Volume Management: Use Docker volumes for data persistence in the PostgreSQL
Iy container. __
ﬁ?f;ﬁerf"e 6.Environment Variables: These will manage sensitive data like database connection ey
— popuiz¥e_stations.py strings. (
— requirements.txt
L— static 1
L GEOVEIL.png




» Introduction to the GNSS 0
Interference AlO Docker (v2)

GEOVEILRO

Basic Functions and Procedures

Components

1. Dockerfile for APIs

Each APl will have its own Dockerfile. These Dockerfiles will:

Install necessary dependencies via requirements.txt.

*Expose the Flask app on a specific port.

*Set up environment variables for database connections.

*Run the application using a lightweight web server such as gunicorn.

2. Docker Compose

The docker-compose.yml file will:

-Define services for expint_ api, getint_ api, frontend, and PostgreSQL.

*Set up a PostgreSQL container with the necessary volumes for persistent data storage.

-Link the APIs to the database using environment variables.

*Ensure that services are networked together so that each service can communicate internally.
*Expose necessary ports to the host for accessing the APIs and frontend.

3. Frontend g
The frontend container: Yf
*Serve static files like index.html, main_int.js, and CSS using a simple web server like Caddy.

«Communicate with the APIs for real-time data such as interference events and station data. f ! 1




.\ ;i i @ |
Introduction to the GNSS '
Interference AlO Docker (v2)

Basic Functions and Procedures

Components

4. PostgreSQL Database

The PostgreSQL container:

*Provide persistent storage using Docker volumes.

*Set up necessary tables and schema during initialization using scripts.
*Handle data storage for both getint_api and expint_api.

5. Data Initialization and Population

A Python script such as populate_ stations.py in getint_ api will:

*Populate the database with initial station data from a CSV or JSON file.

*Run automatically or manually to ensure that the database is populated after the first setup.

6. Monitoring and Logging
*Each API container will log events such as data insertions and detected events to give insight into the system'’s status.
-Docker will handle log aggregation for each service, allowing you to monitor the system’s overall performance.

7. Networking and Volumes

*Network each service using Docker’s internal networking to ensure the APIs can communicate with the PostgreSQL service.
*Volumes will persist data from the PostgreSQL database, ensuring data durability even if the containers are restarted.
These steps ensure that the whole system is isolated, scalable, and easy to deploy in different environments.

GEOVEILRO



Introduction to the GNSS
Interference AIO Docker (v2)

. . GEOVEILRO
Basic Functions and Procedures
Database
station Interference events
ype
Integer Primary key, unique identifier for each event.
id Integer Primary key, unique identifier for each station.
- - - stationid Integer Foreign key, refers to stations.id.
station_name String  Name of the station.
station_label  String  Optional label for categorizing stations. datetime TIMESTAMP - Timestamp when the event occurred (UTC).
station_code String  Unique code to identify the station. rfpath String Radio frequency path affected.
site_ip String  IP address of the station. centfreq_mhz Float Central frequency (in MHz).
site_port Integer  Port for connection at the station. bandwidth_mhz Float Bandwidth of the interference signal (MHz).
Iqt|tt{de flogt Geogroph!cal Iqt|tt{de ofthe stqt|or1. powerloss_dbm Float Power loss during the event (dBm).
longitude Float Geographical longitude of the station.
hestpowspecdens_dbmhz Float Estimated power spectral density (dBm/Hz).
event_key String Unique key for deduplication, combination of

time, frequency, and bandwidth.

£
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» Introduction to the GNSS
Interference AlO Docker (v2)

Main Function of the APIs

getint_api (GNSS interference API)

Purpose:

GEOVEILRO

The getint_api is responsible for monitoring, detecting, and storing interference events in real-time from multiple GNSS stations.
It collects data from connected stations, processes GNSS spectrum analysis, and inserts interference events into a database.

Key Functions:
‘Event Processing:

- Extract and process GNSS spectrum analysis data (e.g.,
center frequency, bandwidth, and power loss) received
from stations.

« Insertvalid events into the PostgreSQL database, ensuring
that duplicate events (same timestamp, center frequency,
bandwidth) for the same station are not reinserted.

‘Real-Time Data Management:

+ Manage and log detected events that are coming from
terminal inputs or external data sources.

- Differentiate between detected events (received but not
inserted into the database) and inserted events (those
successfully stored in the database).

-Monitoring API:

Provides an endpoint for monitoring
station statuses, including the number of
detected and inserted events for each
station.

Displays information about connected
and disconnected stations, along with
timestamps for the most recent events.
-Database Operations:

*Query the database to retrieve events in
the last hour for display in the monitoring
dashboard.

«Aggregate and filter events by station
code and timestamp.

v
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Main Function of the APIs

getint_api (GNSS interference API)

INFO:root: Duplicate event for 20241022053900-1274.973-0.22
INFO:root:Processed spectrum analysis for station VATR (ID: 78)
INFO:root:[ZERI] Received: #ITDETECTSTATUSA,USB2,0,63.0,FINESTEERING,2337,193162.000,02000000,7fdb,16941;1,L5,STATISTICANALYSIS,1.604,-0.232, 1.099, 0.470,00000000,

00000000,0000000F*09ddd478
INFO:root:[COST] Received: #ITDETECTSTATUSA,USB2,0,56.0,FINESTEERING,2337,193162.934,02008000,7fdb,15340;1,L5,SPECTRUMANALYSIS,1188.217,0.989,-70.381,-130.362,0000000

0,00000000,00000000*3828c7dc
INFO:root: Inserted event for 20241022053900-1188.217-0.989

INFO:root:Processed spectrum analysis for station COST (ID: 22
INFO:root:[ARAD] Received: #ITDETECTSTATUSA,USB2,0,62.5,FINESTEERING,2337,193163.000,02008000,7fdb,17136;1,L5,STATISTICANALYSIS,10.149,-0.120, ., 0.483,00000000

,00000000,0000000F*205d342e

http://127.0.0.1:8000/ monitor O O 127.0.0.1:800¢
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getint_api (GNSS interference API)

-Async Station Management:

«Each station runs asynchronously in its own task, ensuring non-blocking operations and efficient resource utilization.

*Multiple stations can be handled concurrently, allowing real-time processing and monitoring of interference data without delays.
‘Retry Logic & Connection Stability:

Each station connection has built-in retry logic, allowing automatic reconnection attempts if the connection is lost.

*The retry mechanism includes a delay between attempts, customizable retry limits, and resets after a specified time interval (e.g.,
30 minutes).

‘Event Detection & Processing:

*As interference events are detected (e.g., SPECTRUMANALYSIS messages), they are processed asynchronously and inserted into the
database.

«Concurrent handling of events ensures that all stations’ data is processed in real-time, without waiting for other tasks to complete.
‘Real-Time Data Aggregation:

-Detected interference data is collected and aggregated in the background, allowing stations to send their data continuously.
Interference events from multiple stations are processed simultaneously, ensuring fast detection of correlated events.

-Automatic Connection Reset: -y
«Connection counters for stations can be reset automatically after 30 minutes or manually through a dedicated API endpoint. (
*This ensures long-running tasks remain stable and responsive over time. (
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expint_api (expose interference API) Overview of expint_api:
is a Flask-based API that serves
several functionalities for querying and
managing GNSS interference data. It enables
fetching ,

, and of the
interference events table.

Core Features:

1.Timezone Management:
*The API uses a global timezone setting (Europe/Bucharest) to adjust the timestamps of interference events to local time
before sending responses.

2.CORS Support:

-Cross-origin resource sharing (CORS) is enabled, allowing web clients from different origins to interact with the API.
3.Database Interaction:

«Uses SQLAIchemy for handling database connections and queries to a PostgreSQL database. Connection pooling, query
execution, and data manipulation are handled efficiently.
4.Filtering and Aggregation:
*The API provides filtered querying based on time ranges and station-specific filters.
*The correlated events are aggregated, ensuring that only those reported by multiple stations are returned.

7
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expint_api (expose interference API)

Get Interference Data:

-Endpoint: /i

Method: GET

-Description: Fetches interference events for a specific station (or all stations) within
a given time range. This route converts UTC timestamps to local time before
returning them.

‘Parameters:
(optional): Filters events by station code if provided.
: Start date of the time range (required).
: End date of the time range (required).
‘Usage:

For a specific station: GET

For all stations: GET
‘Response: Returns an array of interference events, each with details such as station
code, frequency, power loss, bandwidth, and adjusted local datetime.
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expint_api (expose interference API)

Get Correlated Events:
*Endpoint:
*Method: GET
-Description: Fetches correlated interference events that were reported by at
least two stations in a specified time range.

-Parameters:
: Start date of the time range (required).
: End date of the time range (required).
-Usage:
*GET

*Response: Returns an array of events, each showing stations involved,
central frequency, RF path, bandwidth, first/last occurrences, average power
loss, and count of occurrences.
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expint_api (expose interference API)

Flush Interference Events:
-Endpoint:
*Method: DELETE
-Description: This route clears interference events from the
database. It can either truncate the entire table or remove
entries up to a specified date.
-Parameters:
-date (optional query parameter): If provided, deletes
interference events up to and including the given
date.
‘Usage:
-Clear all events: DELETE /flush
-Clear events up to a specific date:

7
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1.Real-Time GNSS Monitoring Dashboard:

- Displays real-time interference events across multiple GNSS stations.

- Users can select specific stations and view interference events detected within a specific time frame (e.g., last 10

minutes or last hour).

« Visual representation of interference events, including frequency, bandwidth, and power loss, in the form graphs.
2.Interactive Map:

« The frontend includes a Leaflet.js-based map that shows the location of GNSS stations.

« Users can click on the station markers to get detailed information about interference events at that station.

« The map provides a geographical representation of the extent and impact of interference across the network of

stations. L

3.Date and Station Filtering: S

« Users can filter the displayed events based on date and station selection. The date picker allows users to view (
historical interference data for any given day.

« Users can select specific stations by clicking to view their events.
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4. Plotting and Analysis Tabs:
« In the modal window, there are tabs that offer additional
functionalities:

« Plot Tab: Visualizes interference events for the
selected station. This often includes details like
central frequency, bandwidth, and power loss
displayed in charts.

« Stats Tab: Displays systematic statistical events,
such as the count of events, frequency ranges
affected, and power loss information.

« Correlate Tab: Shows correlated events between
different stations, helping users understand the
spread of interference.

5. Preloader Animation:
- Upon page load, a preloader appears to indicate that
data and resources are being loaded.
« This preloader disappears once the map and other key
components are fully loaded.

L
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Istria - 15 October 2024 - 618 interference events
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Plot Correlate

Systematic Events for MNGL - 15/10/2024
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Related Events for MNGL on 15 October 2024
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Top correlated events
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Event 1:

Central Frequency: 1260.361 MHz

RF Path: L2

Bandwidth: 4.834 MHz

First Occurrence: 2024-10-15T09:34:00
Last Occurrence: 2024-10-15T12:02:00
Average Power Loss: -63.04 dBm
Occurrence Count: 21

Stations Involved (16): ADJU, BRAI,
BUZ2, CALR, CRNV, FOCS, GIUR, HAR],
INSU, ISTR, MNGL, SLOB, SULI, TBUJ,
TLCA, VASL

Event 2:

Central Frequency: 1259.812 MHz

RF Path: L2

Bandwidth: 2.71 MHz

First Occurrence: 2024-10-15T10:32:00

Last Occurrence: 2024-10-15T11:47:00

Average Power Loss: =71.11dBm =
Occurrence Count: 14

Stations Involved (15): ADJU, ALXR,
BRAI, BRL1, BUZ2, FOCS, GIUR, ISTR, MIZI, 1
SLOB, SULI, TAJO, TLCA, VASL, ZIMN :

y
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1.Consistency Across Environments
-Advantage: Docker containers ensure that the GNSS interference monitoring system behaves the same across
different environments (development, testing, production). This eliminates "works on my machine" issues,
providing a consistent platform for deployment and testing.
‘Benefit: It guarantees the reliability of interference detection and mitigation processes across various systems,
preventing environment-specific bugs from disrupting monitoring activities.
2. Scalability and Resource Efficiency
-Advantage: Docker allows for easy scaling of monitoring services by deploying multiple containers as needed
without consuming excessive system resources.
‘Benefit: This enables the system to handle an increased number of GNSS stations, higher event loads, or perform
in a cloud-based infrastructure, ensuring smooth real-time processing of interference events across a large
network.
3. Isolated and Secure Monitoring Environment
-Advantage: Docker containers provide process isolation, which ensures that different components of the
interference monitoring system (e.g., database, processing engine, API) run in isolated environments, minimizing .
risks of interference between services. _
-Benefit: This enhances system security and stability, especially when multiple monitoring and mitigation tasks are | yf
running simultaneously, reducing the chances of operational conflicts or security vulnerabilities. g 1
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4. Rapid Deployment and Recovery
-Advantage: Docker images can be deployed and started quickly, enabling rapid recovery in case of system
failure or the need to scale up quickly in response to interference spikes.
-Benefit: It ensures high availability and minimal downtime in interference monitoring and mitigation workflows,
improving the system’s resilience to real-world operational challenges.
5. Simplified Updates and Rollbacks
-Advantage: Docker simplifies the process of updating monitoring and mitigation tools, allowing for easy rollbacks
if issues arise after an update.
‘Benefit: This enables continuous improvements in the monitoring system without risking system-wide disruptions,
ensuring the monitoring system is always running the latest and most stable version, capable of detecting new
interference patterns effectively.
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