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INSERT INTO [Analiza].[dbo].[Interferente] (
Statie, DataOra, BandaRF, Frecv_cent_MHz, LunBanda_MHz, Pie_put_est_dBm, Densit_put_spect_max_est_dBMHz

)
SELECT DISTINCT

SUBSTRING(Comment, CHARINDEX('Site ''', Comment) + 6, CHARINDEX(''' Log', Comment) - CHARINDEX('Site ''', Comment) - 6)
AS Statie,

CONVERT(datetime, SUBSTRING(Comment, CHARINDEX('Log message: ', Comment) + 13, 19)) AS DataOra,
...

FROM [Spider].[dbo].[Event]
WHERE Comment LIKE '%Interference detected%'

AND LogTime >= DATEADD(MINUTE, -190, GETDATE());

Statie
(Site)
DataOra
(Log message)
BandaRF
(RF Path)
Frecv_cent_MHz
(Cent. Freq)
LunBanda_MHz
(Bandwidth)
Pie_put_est_dBm
(Est. Power)
Densit_put_spect_max_est_dBMHz
(Highest est. power spec. density)

[Analiza].[dbo].[Interferente] 



from flask import Flask, jsonify,
request
from flask_cors import CORS
import datetime
from datetime import timedelta
import pyodbc
from dateutil import parser

@app.route('/api/interference',
methods=['GET'])
def get_interference_data():

statie = request.args.get('statie')
start_date =

request.args.get('start_date')
end_date =

request.args.get('end_date')

https://app.rompos.ro/api/v1/interference?statie=Sibiu&start_date=2024-03-31&end_date=2024-03-31

try:
# Database operations

except Exception as e:
return jsonify({'error': 'Database 

query failed: ' + str(e)}), 500
finally:

if conn:
conn.close()

def get_db_connection():
# database configuration
conn_str = 'DRIVER={ODBC 

Driver 17 for SQL 
Server};SERVER=x.x.x.x;DATABASE=
analiza;UID=webview;PWD=hidden
'

return pyodbc.connect(conn_str)

conn = get_db_connection()
cursor = conn.cursor()
query = """

SELECT *
FROM Interferente
WHERE Statie = ?
AND DataOra BETWEEN ? AND ?
ORDER BY DataOra

"""

https://app.rompos.ro/api/v1/interference?statie=Sibiu&start_date=2024-03-31&end_date=2024-03-31


https://app.rompos.ro/api/v1/interference?statie=Sibiu&start_date=2024-03-31&end_date=2024-03-31

https://app.rompos.ro/api/v1/interference?statie=Sibiu&start_date=2024-03-31&end_date=2024-03-31


https://app.rompos.ro/api/v1/interference?statie=Sibiu&start_date=2024-03-31&end_date=2024-03-31
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[Unit]
Description=Interferente Flask Application
After=network.target

[Service]
User=apache
WorkingDirectory=/srv/api/interferente/
ExecStart=/usr/local/bin/python3.8 /srv/api/interferente/app.py
Restart=always

[Install]
WantedBy=multi-user.target
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•
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https://app.rompos.ro/api/v1/interference?statie=Sibiu&start_date=2024-03-31&end_date=2024-03-31


•HTML for structuring the web 

page.

•CSS for styling and layout 

adjustments.

•JavaScript for interactivity, 

handling API requests, and 

dynamic content updates.

•Leaflet for interactive 

mapping.

•Plotly for data visualization 

and plotting

https://geoveil.ro

document.getElementById('dateSe
lector').addEventListener('change',
function() {

var selectedDate = this.value;
fetchAndPlotData(selectedSite,

selectedDate);
});
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•

•

•

<div class="date-picker-container">
<input type="date"

id="dateSelector">
</div>
<div id="map"></div>
<div id="myModal" class="modal">

<div class="modal-content">
<div id="plotDiv"></div>

</div>
</div>

•

•

https://app.rompos.ro/public/interferente/


document.addEventListener('DOMContentLoaded', function() {
var map = L.map('map').setView([46.15, 23.583], 8);

L.tileLayer('https://{s}.tile.openstreetmap.org/{z}/{x}/{y}.png', {
attribution: '© OpenStreetMap contributors'

}).addTo(map);

https://app.rompos.ro/public/interferente/

function fetchAndPlotData(siteName, selectedDate, label) { // Include label as a parameter
var apiUrl =

`/api/v1/i?statie=${siteName}&start_date=${selectedDate}&end_date=${selectedDate}`;
fetch(apiUrl)

.then(response => response.json())

.then(data => {
let plotData = processApiData(data);
let layout = createPlotLayout(data, selectedDate, siteName, label); // Now label is defined
Plotly.newPlot('plotDiv', plotData, layout);
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https://app.rompos.ro/public/interferente/


https://geoveil.ro

https://app.rompos.ro/public/interferente/


•

•

•

•

•













├──

├──

├──

├──

│ ├──

│ ├──

│ ├──

│ ├──

│ └──

│ └──

├──

│ ├──

│ ├──

│ ├──

│ └──

│ ├──

│ ├──

│ ├──

│ ├──

│ ├──

│ └──

└──

├──

├──

├──

├──

├──

└──

└──

(expint_api getint_api

expint_api



gunicorn

docker-compose.yml
expint_api getint_api frontend PostgreSQL



getint_api expint_api

populate_stations.py getint_api



Column Data 
Type

Description

id Integer Primary key, unique identifier for each station.
station_name String Name of the station.
station_label String Optional label for categorizing stations.
station_code String Unique code to identify the station.
site_ip String IP address of the station.
site_port Integer Port for connection at the station.
latitude Float Geographical latitude of the station.
longitude Float Geographical longitude of the station.

Column Data Type Description

id Integer Primary key, unique identifier for each event.

stationid Integer Foreign key, refers to stations.id.

datetime TIMESTAMP Timestamp when the event occurred (UTC).

rfpath String Radio frequency path affected.

centfreq_mhz Float Central frequency (in MHz).

bandwidth_mhz Float Bandwidth of the interference signal (MHz).

powerloss_dbm Float Power loss during the event (dBm).

hestpowspecdens_dbmhz Float Estimated power spectral density (dBm/Hz).

event_key String Unique key for deduplication, combination of 
time, frequency, and bandwidth.



Purpose:
The getint_api is responsible for monitoring, detecting, and storing interference events in real-time from multiple GNSS stations.
It collects data from connected stations, processes GNSS spectrum analysis, and inserts interference events into a database. 

Key Functions:
•Event Processing:

• Extract and process GNSS spectrum analysis data (e.g., 
center frequency, bandwidth, and power loss) received 
from stations.

• Insert valid events into the PostgreSQL database, ensuring 
that duplicate events (same timestamp, center frequency, 
bandwidth) for the same station are not reinserted.

•Real-Time Data Management:
• Manage and log detected events that are coming from 

terminal inputs or external data sources.
• Differentiate between detected events (received but not 

inserted into the database) and inserted events (those 
successfully stored in the database).

•Monitoring API:
•Provides an endpoint for monitoring
station statuses, including the number of 
detected and inserted events for each 
station.
•Displays information about connected
and disconnected stations, along with 
timestamps for the most recent events.
•Database Operations:
•Query the database to retrieve events in 
the last hour for display in the monitoring 
dashboard.
•Aggregate and filter events by station 
code and timestamp.





•Async Station Management:
•Each station runs asynchronously in its own task, ensuring non-blocking operations and efficient resource utilization.
•Multiple stations can be handled concurrently, allowing real-time processing and monitoring of interference data without delays.
•Retry Logic & Connection Stability:
•Each station connection has built-in retry logic, allowing automatic reconnection attempts if the connection is lost.
•The retry mechanism includes a delay between attempts, customizable retry limits, and resets after a specified time interval (e.g., 
30 minutes).
•Event Detection & Processing:
•As interference events are detected (e.g., SPECTRUMANALYSIS messages), they are processed asynchronously and inserted into the 
database.
•Concurrent handling of events ensures that all stations’ data is processed in real-time, without waiting for other tasks to complete.
•Real-Time Data Aggregation:
•Detected interference data is collected and aggregated in the background, allowing stations to send their data continuously.
•Interference events from multiple stations are processed simultaneously, ensuring fast detection of correlated events.
•Automatic Connection Reset:
•Connection counters for stations can be reset automatically after 30 minutes or manually through a dedicated API endpoint.
•This ensures long-running tasks remain stable and responsive over time.



Overview of expint_api:
expint_api is a Flask-based API that serves 
several functionalities for querying and 
managing GNSS interference data. It enables 
fetching correlated interference events, retrieving 
station-specific data, and allows flushing of the 
interference events table. 

Core Features:
1.Timezone Management:

•The API uses a global timezone setting (Europe/Bucharest) to adjust the timestamps of interference events to local time 
before sending responses.

2.CORS Support:
•Cross-origin resource sharing (CORS) is enabled, allowing web clients from different origins to interact with the API.

3.Database Interaction:
•Uses SQLAlchemy for handling database connections and queries to a PostgreSQL database. Connection pooling, query 
execution, and data manipulation are handled efficiently.

4.Filtering and Aggregation:
•The API provides filtered querying based on time ranges and station-specific filters.
•The correlated events are aggregated, ensuring that only those reported by multiple stations are returned.



Get Interference Data:
•Endpoint: /i
•Method: GET
•Description: Fetches interference events for a specific station (or all stations) within 
a given time range. This route converts UTC timestamps to local time before 
returning them.
•Parameters:

•station_code (optional): Filters events by station code if provided.
•start_date: Start date of the time range (required).
•end_date: End date of the time range (required).

•Usage:
•For a specific station: GET /i?station_code=ST01&start_date=2024-01-
01&end_date=2024-01-02
•For all stations: GET /i?start_date=2024-01-01&end_date=2024-01-02

•Response: Returns an array of interference events, each with details such as station 
code, frequency, power loss, bandwidth, and adjusted local datetime.



Get Correlated Events:
•Endpoint: /ce
•Method: GET
•Description: Fetches correlated interference events that were reported by at 
least two stations in a specified time range.
•Parameters:

•start_date: Start date of the time range (required).
•end_date: End date of the time range (required).

•Usage:
•GET /ce?start_date=2024-01-01&end_date=2024-01-02

•Response: Returns an array of events, each showing stations involved, 
central frequency, RF path, bandwidth, first/last occurrences, average power 
loss, and count of occurrences.



Flush Interference Events:
•Endpoint: /flush
•Method: DELETE
•Description: This route clears interference events from the 
database. It can either truncate the entire table or remove 
entries up to a specified date.
•Parameters:

•date (optional query parameter): If provided, deletes 
interference events up to and including the given 
date.

•Usage:
•Clear all events: DELETE /flush
•Clear events up to a specific date: DELETE 
/flush?date=2024-01-01



1.Real-Time GNSS Monitoring Dashboard:
• Displays real-time interference events across multiple GNSS stations.
• Users can select specific stations and view interference events detected within a specific time frame (e.g., last 10 

minutes or last hour).
• Visual representation of interference events, including frequency, bandwidth, and power loss, in the form graphs.

2.Interactive Map:
• The frontend includes a Leaflet.js-based map that shows the location of GNSS stations.
• Users can click on the station markers to get detailed information about interference events at that station.
• The map provides a geographical representation of the extent and impact of interference across the network of 

stations.
3.Date and Station Filtering:

• Users can filter the displayed events based on date and station selection. The date picker allows users to view 
historical interference data for any given day.

• Users can select specific stations by clicking to view their events.



4. Plotting and Analysis Tabs:
• In the modal window, there are tabs that offer additional 

functionalities:
• Plot Tab: Visualizes interference events for the 

selected station. This often includes details like 
central frequency, bandwidth, and power loss 
displayed in charts.

• Stats Tab: Displays systematic statistical events, 
such as the count of events, frequency ranges 
affected, and power loss information.

• Correlate Tab: Shows correlated events between 
different stations, helping users understand the 
spread of interference.

5. Preloader Animation:
• Upon page load, a preloader appears to indicate that 

data and resources are being loaded.
• This preloader disappears once the map and other key 

components are fully loaded.





Event 1: 
Central Frequency: 1260.361 MHz 
RF Path: L2 
Bandwidth: 4.834 MHz 
First Occurrence: 2024-10-15T09:34:00
Last Occurrence: 2024-10-15T12:02:00
Average Power Loss: -63.04 dBm 
Occurrence Count: 21 
Stations Involved (16): ADJU, BRAI, 
BUZ2, CALR, CRNV, FOCS, GIUR, HAR1, 
INSU, ISTR, MNGL, SLOB, SULI, TBUJ, 
TLCA, VASL 

Event 2: 
Central Frequency: 1259.812 MHz
RF Path: L2 
Bandwidth: 2.71 MHz
First Occurrence: 2024-10-15T10:32:00
Last Occurrence: 2024-10-15T11:47:00
Average Power Loss: -71.11 dBm
Occurrence Count: 14 
Stations Involved (15): ADJU, ALXR, 
BRAI, BRL1, BUZ2, FOCS, GIUR, ISTR, MIZI, 
SLOB, SULI, TAJO, TLCA, VASL, ZIMN 



1.Consistency Across Environments

•Advantage: Docker containers ensure that the GNSS interference monitoring system behaves the same across 
different environments (development, testing, production). This eliminates "works on my machine" issues, 
providing a consistent platform for deployment and testing.
•Benefit: It guarantees the reliability of interference detection and mitigation processes across various systems, 
preventing environment-specific bugs from disrupting monitoring activities.

2. Scalability and Resource Efficiency

•Advantage: Docker allows for easy scaling of monitoring services by deploying multiple containers as needed 
without consuming excessive system resources.
•Benefit: This enables the system to handle an increased number of GNSS stations, higher event loads, or perform 
in a cloud-based infrastructure, ensuring smooth real-time processing of interference events across a large 
network.

3. Isolated and Secure Monitoring Environment

•Advantage: Docker containers provide process isolation, which ensures that different components of the 
interference monitoring system (e.g., database, processing engine, API) run in isolated environments, minimizing 
risks of interference between services.
•Benefit: This enhances system security and stability, especially when multiple monitoring and mitigation tasks are 
running simultaneously, reducing the chances of operational conflicts or security vulnerabilities.



4. Rapid Deployment and Recovery

•Advantage: Docker images can be deployed and started quickly, enabling rapid recovery in case of system 
failure or the need to scale up quickly in response to interference spikes.
•Benefit: It ensures high availability and minimal downtime in interference monitoring and mitigation workflows, 
improving the system's resilience to real-world operational challenges.

5. Simplified Updates and Rollbacks

•Advantage: Docker simplifies the process of updating monitoring and mitigation tools, allowing for easy rollbacks 
if issues arise after an update.
•Benefit: This enables continuous improvements in the monitoring system without risking system-wide disruptions, 
ensuring the monitoring system is always running the latest and most stable version, capable of detecting new 
interference patterns effectively.




